. -
3 ® f
NUINFRYX I
: \ AD-GOV |
1 lNFRx Dashboard
Domain corp.local - data collected 2026-10-30 ¢
Dashboard
¢ Produet presentation - vl.] ., 154 1
- [s ounts (142 High-risk accounts

Dormant & Stale

Password Policy

AD Governance &

Access Recertification Sl
I(nowrwhc') has access to your Active Directory, Sg -

Medium

and prove itsto your auditors.

OK

.ir
Account inventory Risk analysis Access recertification Highest-risk accounts
ACCOUNT CATEGORY  RISK FINDINGS
ot
@® R ke Administrator Built-in High Dormant (210d); Slal_e password (900d);
" AUd |'|" I'eddy eV|dence ® Password never expires




—— THE CHALLENGE

Why Active Directory access needs governance

Hidden Forgotten No owner, no Weak password Evidence built
privileged accounts purpose hygiene by hand
access Dormant and never- Service and shared Passwords that never Spreadsheets
Administrator rights sit used accounts stay accounts that nobody expire and policies assembled under
inside nested groups enabled for years. can explain to an auditor. below the pressure before every
that nobody reviews. recommended baseline. audit.

B
M

‘;\gluggyx INFRYX AD-GOV - v11 2 /17



—— THE SOLUTION

One workflow, from raw AD data to audit evidence

Collect

A read-only PowerShell
collector exports users,

groups and the password
policy.

ngggx INFRYX AD-GOV - v11

9

Analyze

Every accountis
classified and scored for
risk automatically.

9

o

Recertify

Owners review each
accountand record a

decision.

9

Prove

One click produces the
Excel evidence pack for
your auditors.
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—— ARCHITECTURE

How it works

« e e JSON / CSV export
Domain-joined

machine -2

Collect-ADData.ps1
Read-only AD account

[Z) Evidence pack (.xlsx)

-

INFRYX AD-GOV server

o4
o

Web console
listens on 127.0.01

Local database
owners, decisions, audit trail

Offline license
signed, no internet needed

HTTPS reverse proxy

9

47, Remediation script (.ps1)

Reviewers and
X auditors

Any modern browser

(¥) On-premises: your data stays on your server () No internet connection needed for licensing (*/ No credentials stored by the application

Nlﬂgg}gx INFRYX AD-GOV - v11
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—— DASHBOARD

The state of your directory at a glance

corp.local Key ﬁgures

INFRVX -, Dashboard Total, high-risk, privileged, service, dormant and

Domain corp.local - data collected 2026-10-30 23:34:12 - imported 2026-10-30 23:34:12 UTC
undocumented accounts.

Dashboard ~

1 4 7 29

ounts (142 High-risk accounts Privileged accounts Service accounts

10

i never Privileg

Account Inventory

Dormant & Stale

Password Policy o B rea kd own

ecommendaons By category Top findings By category and by risk level.

Recertification Privileged a 4 Dormant 25
Service @l 7 Password never expires 13
Import AD Data
P Built-in q Stale password 9
Audit Trail Standard = 140 Never logged on 4 o o
S R 3 Straiaght to the detail
S y ris
License Password not required 1
i ! 1 Disabled but still i . 1 H H
. & privileged 3.
Setiings _ Top findings and the highest-risk accounts, one
Medium 37 Unconstrained delegation 1
g
= @ 5 Kerberos pre-auth disabled .1 click from the account record.
OK 111
Highest-risk accounts Recertification campaigns
i >cess Revie =
ACCOUNT CATEGORY RISK EINDINGS Privileged Access Review Q4 2026 9/14
Administrator Built-in High Dormant (210d); Stale password (900d); e
Password never expires
adm.hany Privileged Medium Password never expires; Privileged without
description
adm.old Privileged Medium Disabled but still privileged; Privileged
without description
bkp.operator Privileged Medium Dormant (130d); Privileged without
description
Guest Built-in Medium Password not required De m O d ata
nessus Service Medium Dormant (180d); Password never expires

nggyx INFRYX AD-GOV -v1.1 5 /17



—— INVENTORY

Account inventory with automatic classification

corp.local

INFRYX

Dashboard
Account Inventory
Dormant & Stale
Password Policy
Recommendations
Recertification
Import AD Data
Audit Trail

License

Settings

Nlﬂggyx

Account Inventory

154 accounts match. Select accounts to assign owner / purpose in bulk

Search

Category

account, name, departmen All

Business owner

O

e

J. Finance Manager

ACCOUNT
Administrator
Administrator

adm.hany
Hany Adel (Admin)

adm.old
Old Admin

bkp.operator

Backup Operator

endpoint-central
Endpoint Central

Guest

Guest

nessus

Nessus Scanner

svc_kerb

Kerberoast legacy

a.farouk92

Ahmed Farouk 92

a.hassanl3
Amr Hasean 13

INFRYX AD-GOV -v1.1

Owner email
CATEGORY  STATUS
Built-in Dormant
Privileged Active
Privileged Disabled
Privileged Dormant
Service Active
Built-in Disabled
Service Dormant
Service Active
Standard Dormant
Standard Active

Status

v All

Business purpose

Why does this account exist?

LAST
LOGON

2026-04-03

210 days ago

2026-10-12
18 days ago

2025-09-25

400 days ago

2026-06-22
130 days ago

2026-10-23
T days ago

2026-05-03

180 days ago

2026-10-12

18 days ago

2026-06-07

145 days ago

2026-10-23

7 days ago

OWNER PURPOSE

RISK

High

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Owner & purpose

All v Reset

gory override

(keep) v Apply to selected

FINDINGS

Dormant (210d); Stale password (900d); Password never

expires

Password never expires; Privileged without description

Disabled but still privileged: Privileged without description

Dormant (130d); Privileged without description

Password never expires; Unconstrained delegation

Password not required

Dormant (180d); Password never expires

Kerberos pre-auth disabled

Dormant (145d)

Demo data

Stale password (664d); 2

Member (nested) of a privileged AD

Privileged

group, or AdminCount =1

Has a Service Principal Name or a
service-style name

Administrator, krbtgt, Guest and
similar defaults

Standard

Every other account

High - MediumLow - OK
Risk is scored from the findings detected on each

account.

Owner and purpose

Assign in bulk; every category override is audit-
logged.
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—— HYGIENE

Dormant accounts and password hygiene

corp.local corp.local

Dormant & Stale Accounts

h no logon for 90+ days

INFR

Password Policy Report

Default domain policy and fine

Enabled accour never used, or pass ned policies compared with common baselines (NIST SP 800-63B / CIS)

word older than 365 days. Thresholds are in Settings. 37 found.

Dashboard Dashboard
ACCOUNT CATEGORY LAST LOGON PASSWORD AGE OWNER RISK FINDINGS . .
Default Domain Policy
Account Inventory Account Inventory
o.gamall Standard Never 33 days — Low Never logged on
i Camsl 3 SETTING CURRENT RECOMMENDED RESULT
Dormant & Stale Dormant & Stale
Fofarauian Standard i 80 days _ i Never logged on ‘ Minimum password length 7 12 or more characters (NIST/CIS: 14 for privileged) Review
Password Policy Heba Farouk 14 Password Policy
Password history 24 24 passwords remembered Compliant
Recommendations n.fathy114 Standard Never 21 days = i Never logged on Recommendations
Nour Fathy 114 Complexity enabled True Enabled Compliant
Recertification Recertification
5Afar?l'k124 Standard Never 10 days =2 Low Never logged on Reversible encryption False Disabled Compliant
Import AD Data e Import AD Data
Lockout threshold 5 Between 1 and 10 failed attempts Compliant
; r.gamal8é Standard 2025-09-10 (415d) 41 days - Medium Dormant (415d) )
Audit Trail p e e Audit Trail
o Lockout duration (min) 30 15 minutes or more Compliant
License 0.samirl37 Standard 2025-09-25 (400d) 63 days s Medium Dormant (400d) License
Omar Samir 137 Max pas: Min age: 1 days - L vindow: 30 min
Settings Setftings
a.nabil69 Standard 34 days — Medium Dormant (353d)
Ahmed Nabil 69
= Fine-grained policies (PSO
m.zaki3 Standard 2025-11-15 (343d) 64 days - Mediifn Dormant (349d) 9 p (PS0)
e NAME PREC. MIN LENGTH HISTORY MAX AGE COMPLEXITY LOCKOUT APPLIES TO
h.said112 Standard 2025-11-15 (348d) 38 days — Medi Dormant (349d) , : N
Hariy Said 112 i Y s PSO-Admins 10 14 24 60d True 3 Domain Admins

Start a recertification campaign Export evidence (.xIsx)

Accounts with password exceptions

Demo data

Password never expires 13 r. adm.hany, svc_sql
Password not required 1

Reversible encryption 0

Kerberos pre-auth disabled 1 sve_kerh

Stale password 9

Sign out

Demo data

Dormant and stale accounts

Export evidence (.xIsx)

Enabled accounts with no sign-in for 90+ days (adjustable), never used, or
with stale passwords. Password pOIICY repor'l'

Domain and fine-grained policies compared with NIST SP 800-63B / CIS
style baselines.

Nlﬂggyx INFRYX AD-GOV - v1.1 7 /17



—— RECERTIFICATION

Recertification campaigns

0 Choose scope 9 e Review each account 9 e Record the decision 9 e Close and lock

corp.local
Four decisions

INFRYX

« Campaigns . . .
P Retain - Modify access- Disable - Delete
Privileged Access Review Q4 2026 open

Due 2026-12-15  scope: Privileged, Service, Built-in - 9 of 14 reviewed

Dashboard

Account Inventory

Retain: 4  Modify access: 2  Disable: 3  Delete: 0 Pending: 5 All

e Consistent evidence

Recommendations . . .
Remedation scrip (L, Whatf by default) 0 o even s v i [ ) A snapshot of the selected accounts is frozen inside
the campaign.

Dormant & Stale

Recertification

Import AD Data

Decision for selected Reviewer Comment (required unless Retain)
Audit Trail Retain v Owner / manager name m
License
Settings O ACCOUNT CATEGORY RISK OWNER [/ FINDINGS AT REVIEW DECISION oge
Accountability
0 Adiinistiator Built-in High — Dormant (210d); Stale password (900d); Pending
Administrator Domain Admins, Enterprise Admins, Schema Passward never expires ReV|ewer date a nd a Com ment for ever deC|S|on
Admins, Administrators ’ y
Guest Built-in Medium = Password not required Pending Oth er t h an Reta In.
Guest
endpoint-central Service Medium — Password never expires, Unconstrained Pending
Endpoint Central delegation
0 sve kerb Service Mediurm — Kerberos pre-auth disabled Pending

Kerberoast legacy

krbtgt Built-in oK n Pending Safe remed ia'l'iOn

T adisshony - o — Password never expes; Privieged wihout i A PowerShell script is generated in Whatlf mode by
Hany Adel (Admin) Domain Admins dcrpton ‘z’) A Demo d ata d efa u |-t

delegatermmm—e—"

Nlﬂggyx INFRYX AD-GOV - v11 8 /17



—— EVIDENCE

Audit-ready evidence in one click

INFRYX-AD-Evidence.xlsx

Nine sheets

Active Directory Access Governance - Evidence Pack SOl e elmplizecliissdel

Sample Organization-corp.local-demo data remediation and the full audit trail.

Key figures

Total accounts 154 Sign-off block

Enabled accounts 142 Prepared, reviewed and approved by IT, Security
Privileged accounts 4 and management.

Service accounts 7

Dormant / never-used enabled accounts 29 Your |qngque

Enabled with password never expires 13 The workbook is issued in Arabic (RTL) or English,
High-risk accounts 1 matching the console.

Privileged / Service / Built-in without owner & purpose 10

Prepared by (IT) Reviewed by (Security / Approved by (CISO /

Compliance) Management)

Account Inventory Privileged Accounts Service Accounts Dormant & Stale

Nlﬂggyx INFRYX AD-GOV - v11 9 /17



—— NEW

Recommendations: from findings to action

corp.local/recommendations

Findings from your own data

Recommendations Ranked from Critical to Low, with the affected

Security findings and hardening recommendations for your Active Directory. Based on data imported at 2026-10-30 23:34:12 UTC.

>

accounts linked.

Dashboard - - .
Account Inventory 1 7 5 1 3’ 12
Critical - open findings High - open findings Medium - open findings Low - open findings Hardening progress
L |

Dormant & Stale

Priority Status
All v All v Reset

Findings from your AD data 15

Why it matters, and what to do

Clear reasoning, step-by-step actions and
PowerShell commands.

Password Paolicy

Recommendations

Recertification
Detected automatically from the latest import. Update the status of each item to track the remediation.
Import AD Data

v Kerberos pre-authentication is disabled € Accounts  Open
Audit Trail

ke 1 enabled account(s) do not require Kerberos pre-authentication.

(] [ (]
12-point harde hecklist
= s -
Settings Anyone who can reach a domain controller can request an encrypted AS-REP for these accounts and crack the password offline (AS-REP roasting) without any credentials. I n r n I ng C C Is

1. Clear the 'Do not require Kerberos preauthentication' option: Set-ADAccountControl -ldentity <sam> -DoesNotRequirePreAuth $false LA PS’ g M SA’ au d It pO| ICy’ do main co ntI’O| le r
2. If a legacy application really needs it, use a random password of 25+ characters and monitor the account. h J
ardening, backup and more
y .

3. Reset the password of each affected account, because the hash may already have been captured.

RECOMMENDED ACTIONS

AFFECTED ACCOUNTS

svc_kerb

REFERENCES

MITRE ATT&CK T1558.004

Track every item

Status and justification per item; each change is

Open related view

Open v | Note / justification Update

audit-logged.

» High  Pprivileged accounts whose password never expires €) rriviegedaccess  Open
» High  Unconstrained delegation De mo d ata
l » High Disabled accounts still in privileged groups o Privileged access Open

nggyx INFRYX AD-GOV -v1.1 10 /17



—— SECURITY

Security built in

Read-only collection

The collector needs read access only. No
credentials are stored.

a Web hardening

Strict content security policy, CSRF
protection, secure cookies and HSTS.

Nlﬂgg}gx INFRYX AD-GOV - v11

a HTTPS by default

Caddy with an internal CA, your own
certificate or Let's Encrypt; IIS and nginx
supported.

Protected data

The data folder is restricted to SYSTEM and
local Administrators.

Hardened sign-in

Random initial password with forced
change, lockout after 5 failed attempts, and
a one-time recovery key.

a Full audit trail

Sign-ins, imports, decisions, exports and
settings are all logged.
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—— NEW

A modern sign-in with built-in password recovery

‘;\\!INFRYX

-AD-GOV

@ English - & Dark mode

Know every account. Prove every

Inventory, privileged-access review and audit-ready evidence for Active
Directory.
Welcome back
Sign in to the INFRYX AD Governance console
Username
2 admin
Password
i~ =
= password ® |
A .

Forgot password?

B ® ) @

Account Inventory Dormant & Stale Password Policy Recertification
whluanl 252 aapailly alaldl oobbul] sapall lalS s slaiedl sale]

Read-only D Audit-ready Offline-ready

O Language selector Light / dark switch

Arabic (RTL) or English, right from

the'sign-in‘page. the browser.

NINFRYX  INFRYX AD-GOV - v11

Chosen once and remembered by

Forgot password

‘;\\!INFRYX

-AD-GOV

Know every account. Prove every
control.

Inventory, privileged-access review and audit-ready evidence for Active
Directory.

B ® ) @

Account Inventory Dormant & Stale Password Policy Recertification
whluanl 252 aapailly alaldl oobbul] sapall lalS s slaiedl sale]

Read-only D Audit-ready Offline-ready

& Forgot password

Reset with a one-time recovery
kKey. Noe-mail needed.

@ English v -0 Dark mode

Reset your password

Enter your recovery key and choose a
Username
Q - username
5 ru I
Recovery key
G‘-" XX
New password (10+ chars)
(]
Confirm new password

&
Reset password -

» Don't have a recovery key?

Back to sign in

Server-console reset

Emergency temporary password,

changed at first'sign-in.
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—— LICENSING

Offline licensing, flexible editions

Signed and machine-bound

Each license is tied to the server's Machine ID. No internet
connection is nheeded.

Standard and Enterprise

@

Expiry date and managed-account limit set per license.

14-day trial

Up to 250 accounts, with watermarked exports.

o

Graceful expiry

/ days of grace, then read-only. Renew by uploading a new
license; data is untouched.

nggyx INFRYX AD-GOV - v11

INFRYX

Dashboard
Account Inventory
Dormant & Stale
Password Policy
Recommendations
Recertification
Import AD Data
Audit Trail

License

Settings

corp.local/license

License

License status

Status

Licensed to

Edition

Managed accounts

Expires

License ID

Offline signed license bound to this server. No internet connection is required.

Licensed
Sample Organization
Enterprise
154 / 2000
2027-10-30 (365 day(s) left)

LIC-DEMO-001

Machine ID

Send this Machine ID to INFRYX to receive a license

for this server.

0B32-AA2A-687F-EAC4

Activate license

Upload license file (lic)

Choose File No file chosen

or paste the license key

INFRY X1
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—— DEPLOYMENT

Deploy in minutes

Run the installer Choose address, Services start Activate the license Collect, import,
Windows setup wizard (x64). HTTPS and avtomatically Send the Machine ID, upload review
Iangque Startup tasks with auto- the licfile. Run the collector, import the
Server DNS name. HTTPS restart, plus a firewall rule. file and open your first
mode and default language. campaign.
4 )
& At the end of setup
* Your Machine ID * The initial administrator password - A link that opens the console
\_ _/

NINEE!X INFRYX AD-GOV - v11 14 /17



—— NEW

Light and dark mode across the whole console

Dashboard ' Dashboard

0-31 11:57:27 UTC Domain corp.local

Domain corp.local - data mported

Dashboard Dashhoard

1 4

Privileged accounts

Account Inventory 4

Account Inventory

142 High-risk ac

Dormant & Stale Dormant & Stale

Passwaord Policy

Password Policy

R dati S Rec dati S
ecommendations By category Top findings ecommendations By category Top findings
Recertification Privileged a 4 Dormant 25 Recertification Privileged g Dormant
Service - 7 Password never expires 13 Service g Pa: rd
Import AD Data e g Import AD Data o =
Built-in q 3 Stale password 9 Built-in 4 Stale pa
Audit Trail Standard — 140 Never logged on 4 Audit Trail Standard
. Privileged without description 3 x
Lic By risk g ki liea By risk
il Password not required il LENSE
I i ] y 1 Disabled but still privileged 1 . High
Settings Settings §
Medium 37 Unconstrained delegation 1 Medium
Low @ 5 Kerberos pre-auth disabled 1 Low
OK 111 oK
Highest-risk accounts Recertification campaigns Highest-risk accounts Recertification campaigns
ACCOUNT CATEGORY  RISK FINDINGS Privileged Access Review Q4 2026 914 ACCOUNT CATEGORY  RISK FINDINGS
Administrator Built-in High Dormant (210d); Stale password (900d); Export evidence (.xlsx) Administratc Built-in High Dormant (210d); e password (900d); chﬂlﬂpﬂgﬂ Export evidence (.xIsx)

Password never res

adm.hany Privileged Password never expires; Privileged without D e I’ I I O d ata

Password never expires

adm.hany Privileged Medium Password never expires; Privileged without D e m O d ata

description description
adm.old Privileged Medium Disabled but still privileged; Privileged adm.old Privileged Medium Disabled but still privileged; Privileged
without description without description

One switch, remembered Follows your system

1L
Tl

I
i

In the sidebar and on the sign-in page; saved in
each browser. dark; printouts stay light.

Starts in yourWindows theme until you choose. Every page, table, chart and badge is tuned for

NINFRYX  INFRYX AD-GOV - v11 15 /17



—— LANGUAGES

Arabic and English, one click apart

Dashboard

Domain corp.local - data collected 2026-10-30 23:34:12 « imported 2026-10-30 23:34:12 UTC

Slogleall ag)

UTC 23:34:36 30-10-2026 5| juiw¥l 2l + 23:34:36 30-10-2026 < Lluwl gaz b - corp.local 3ladll

Dashboard

Account Inventory

1

4 7

10 13 29

7 =

 l 154

olaglzalllazg!

Sl s

High-risk accounts Privileged accounts vice ]| P ver 4025/6 juos wlilus gt ¥ g pall aals +90) pazins ol [ alals doazdl ollus & jaall wllu=ll o glazll adle wblus 142) olblwadl G|
Dormant & Stale 90 e without ¢ ey s g (s (JRas dasally alala| wllusll
pu
Password Policy Jgpall wlalS dwluw
: e ciyiaill cuns
Recommendations " olaztoll ‘"‘hi ¥ wlusgill
By category Top findings
25 Jols 4 L] Jias
Recertification Privileged a 4 Dormant 25 13 Y gsall ¢ 7 . slaie¥l eole]
Service a 7 Password never expires 13 "
Import AD Data ; ? < o 3 o 9 i aals 3 ’ Texs AD ebly sl iwl
Built-in TRle:passwon 4 1o Jgss )i 4l 140 —_— sole
Audit Trail Standard 140 Never logged on 4 3 et il . ; Baball Jouw
Privileged without description 3 d ¢ sl cuu
License By risk J ' t i o+ spall el
= = i Password not required i, 1 [Eao JU; Lo ais il 1 ] alle
High [ e < .
Setinigs Disabled but still privileged il 1 (Delegation) xlia ué asis 37 ihagis eyl
= Mediur 37 . u
S i Uncanstrained delegation 1 1 Ketbaios PracAuth 5 » —
Ly a - isa
ow 5 Kerberos pre-auth disabled 1 111 =I5
OK 111
slazedl sale] eMa> sk cblwall el
Highest-risk accounts Recertification campaigns
) 014 gl - 6 juanll wlsVall a2l 0 olasall 5 5lasll ieall sl
ACCOUNT CATEGORY  RISK EINDINGS Privileged Access Review Q4 2026 9/14 2026 sl Jl
" . aals ((es: 900) anias g0 aals (o 210) Jols alle oo Administrator
Administrator  Built-in High Dormant (210d); Stale password (900d); Export svidence|xisx) (Excel) a3Vl cala zas 8337 ala> weini Y g pall
Password never expires
chog ogh jian Dlus g Y g pall aslS L Jiao adm.
adm.hany Privileged Medium Password never expires; Privileged without D e m O d ata D e m O d ata
descrption cay 0gn Sine iz 1ias Jy b af) Sl gl s adr
adm.old Privileged Medit Disabled but still privileged; Privileged .
H e without description o Ogn Jian whuz (e 130) dal>  apg s bkp.operator

O Full right-to-left Arabic

nggyx INFRYX AD-GOV - v11

Every page, message and report is translated.

2 Evidence follows the language

Arabic or English workbook! as the console is
set.

o))
M

Per-user switch

Default language set at install; each user can
switch at any time, even from the sign-in page.
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