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AD Governance &
Access Recertification
Know who has access to your Active Directory,
and prove it to your auditors.

Account inventory Risk analysis Access recertification

Audit-ready evidence

corp.local



T H E  C H A L L E N G E

Why Active Directory access needs governance

Hidden
privileged
access
Administrator rights sit
inside nested groups
that nobody reviews.

Forgotten
accounts
Dormant and never-
used accounts stay
enabled for years.

No owner, no
purpose
Service and shared
accounts that nobody
can explain to an auditor.

Weak password
hygiene
Passwords that never
expire and policies
below the
recommended baseline.

Evidence built
by hand
Spreadsheets
assembled under
pressure before every
audit.
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T H E  S O L U T I O N

One workflow, from raw AD data to audit evidence

Collect
A read-only PowerShell
collector exports users,
groups and the password
policy.

1

Analyze
Every account is
classified and scored for
risk automatically.

2

Recertify
Owners review each
account and record a
decision.

3

Prove
One click produces the
Excel evidence pack for
your auditors.

4
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A R C H I T E C T U R E

How it works

Domain-joined
machine

Collect-ADData.ps1
Read-only AD account

JSON / CSV export

INFRYX AD-GOV server

Web console
listens on 127.0.0.1

Local database
owners, decisions, audit trail

Offline license
signed, no internet needed

HTTPS reverse proxy

Caddy · IIS · nginx

Reviewers and
auditors

Any modern browser

Evidence pack (.xlsx) Remediation script (.ps1)

On-premises: your data stays on your server No internet connection needed for licensing No credentials stored by the application
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D A S H B O A R D

The state of your directory at a glance

corp.local Key figures
Total, high-risk, privileged, service, dormant and
undocumented accounts.

Breakdown
By category and by risk level.

Straight to the detail
Top findings and the highest-risk accounts, one
click from the account record.
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I N V E N T O R Y

Account inventory with automatic classification

corp.local Privileged
Member (nested) of a privileged AD
group, or AdminCount = 1

Service
Has a Service Principal Name or a
service-style name

Built-in
Administrator, krbtgt, Guest and
similar defaults

Standard Every other account

High · Medium · Low · OK
Risk is scored from the findings detected on each
account.

Owner and purpose
Assign in bulk; every category override is audit-
logged.
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H Y G I E N E

Dormant accounts and password hygiene

corp.local corp.local

Dormant and stale accounts
Enabled accounts with no sign-in for 90+ days (adjustable), never used, or
with stale passwords. Password policy report

Domain and fine-grained policies compared with NIST SP 800-63B / CIS
style baselines.
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R E C E R T I F I C AT I O N

Recertification campaigns

1 Choose scope 2 Review each account 3 Record the decision 4 Close and lock

corp.local
Four decisions
Retain · Modify access · Disable · Delete

Consistent evidence
A snapshot of the selected accounts is frozen inside
the campaign.

Accountability
Reviewer, date and a comment for every decision
other than Retain.

Safe remediation
A PowerShell script is generated in WhatIf mode by
default.
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E V I D E N C E

Audit-ready evidence in one click

x INFRYX-AD-Evidence.xlsx

Active Directory Access Governance - Evidence Pack
Sample Organization · corp.local · demo data

Key figures
Total accounts 154

Enabled accounts 142

Privileged accounts 4

Service accounts 7

Dormant / never-used enabled accounts 29

Enabled with password never expires 13

High-risk accounts 1

Privileged / Service / Built-in without owner & purpose 10

Prepared by (IT) Reviewed by (Security /
Compliance)

Approved by (CISO /
Management)

Cover Account Inventory Privileged Accounts Service Accounts Dormant & Stale +4

Nine sheets
Cover, inventories, password policy, recertification,
remediation and the full audit trail.

Sign-off block
Prepared, reviewed and approved by IT, Security
and management.

Your language
The workbook is issued in Arabic (RTL) or English,
matching the console.
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N E W

Recommendations: from findings to action

corp.local/recommendations Findings from your own data
Ranked from Critical to Low, with the affected
accounts linked.

Why it matters, and what to do
Clear reasoning, step-by-step actions and
PowerShell commands.

12-point hardening checklist
LAPS, gMSA, audit policy, domain controller
hardening, backup and more.

Track every item
Status and justification per item; each change is
audit-logged.
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S E C U R I T Y

Security built in

Read-only collection

The collector needs read access only. No
credentials are stored.

HTTPS by default

Caddy with an internal CA, your own
certificate or Let's Encrypt; IIS and nginx
supported.

Hardened sign-in

Random initial password with forced
change, lockout after 5 failed attempts, and
a one-time recovery key.

Web hardening

Strict content security policy, CSRF
protection, secure cookies and HSTS.

Protected data

The data folder is restricted to SYSTEM and
local Administrators.

Full audit trail

Sign-ins, imports, decisions, exports and
settings are all logged.
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N E W

A modern sign-in with built-in password recovery

Language selector
Arabic (RTL) or English, right from
the sign-in page.

Light / dark switch
Chosen once and remembered by
the browser.

Forgot password
Reset with a one-time recovery
key. No e-mail needed.

Server-console reset
Emergency temporary password,
changed at first sign-in.
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L I C E N S I N G

Offline licensing, flexible editions

Signed and machine-bound
Each license is tied to the server's Machine ID. No internet
connection is needed.

Standard and Enterprise
Expiry date and managed-account limit set per license.

14-day trial
Up to 250 accounts, with watermarked exports.

Graceful expiry
7 days of grace, then read-only. Renew by uploading a new
license; data is untouched.

corp.local/license
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D E P L O Y M E N T

Deploy in minutes

Run the installer
Windows setup wizard (x64).

Choose address,
HTTPS and

language
Server DNS name, HTTPS

mode and default language.

Services start
automatically

Startup tasks with auto-
restart, plus a firewall rule.

Activate the license
Send the Machine ID, upload

the .lic file.

Collect, import,
review

Run the collector, import the
file and open your first

campaign.

At the end of setup
• Your Machine ID • The initial administrator password • A link that opens the console
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N E W

Light and dark mode across the whole console

One switch, remembered
In the sidebar and on the sign-in page; saved in
each browser.

Follows your system
Starts in your Windows theme until you choose.

Full coverage
Every page, table, chart and badge is tuned for
dark; printouts stay light.
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L A N G U A G E S

Arabic and English, one click apart

Full right-to-left Arabic
Every page, message and report is translated.

Evidence follows the language
Arabic or English workbook, as the console is
set.

Per-user switch
Default language set at install; each user can
switch at any time, even from the sign-in page.
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Know who has access. Prove it.
Inventory Recertify Prove

INFRYX AD-GOV · AD Governance & Access Recertification
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